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Abstract- Rapid development in technology has 
raised the need for an effective intrusion 
detection system as the traditional intrusion 
detection method cannot compete against 
newly advanced intrusions. In the proposed 
work uses machine learning technique to 
detect both known and unknown attacks in the 
payload analysis of network traffic. As the 
majority of such systems, the proposal consists 
of two phases: a training phase and a detection 
phase. During the training phase the statistical 
model of the legitimate network usage is 
created through Bloom Filters and N-grams 
techniques. Subsequently, the results obtained 
by analyzing a dataset of attacks are compared 
with such model. This will allow a set of rules 
to be developed which will be able to detect 
whether the packets contain malware 
payloads. In the detection phase, the traffic is 
to analyze compared with the model created in 
the training phase and the results obtained 
when applying rules.    
  
Keywords: Anomaly, Bloom Filter, IDS,   
Intrusion Detection System, Malware, N - 
Gram, NIDS, Payload, Preprocessor, Network 
Intrusion Detection System. 
 

                       1. INTRODUCTION 
 Data mining an interdisciplinary subfield of 

computer science, is the computational process of 
discovering patterns in large data sets involving 

methods at the intersection of artificial 
intelligence, machine learning, statistics, and 
database systems. The overall goal of the data 
mining process is to extract information from a 
data set and transform it into an understandable 
structure for further use. Aside from the raw 
analysis step, it involves database and data 
management aspects, data preprocessing, model 
and inference considerations, interestingness 
metrics, complexity  considerations, post 
processing of discovered structures, visualization, 
and online updating . 
        An Intrusion Detection System (IDS) is used 
to detect all types of malicious network traffic and 
computer usage that can't be detected by a 
conventional firewall. This includes network 
attacks against vulnerable services, data driven 
attacks on applications, host based attacks such as 
privilege escalation, unauthorized logins and 
access to sensitive files, and malware (viruses, 
Trojan horses, and worms). Intrusion Detection 
System (IDS), analyzing normal and malicious 
network access by monitoring the network traffic, 
and the system will raise an alarm, if any kind of 
unauthorized access will find. Intrusion detection 
system is a process used as a counter measure for 
monitoring the network and analyzing them to 
sign or intrusion. The system raises the alarm, if 
intrusions occur. Intrusion detection systems are 
of two main types, network based (NIDS) and host 
based (HIDS) intrusion detection systems. 
 1.1 INTRUSION   DETECTION     
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TECHNIQUES   
 1.1.1 Misuse-Based Detection 
          The misuse based detection systems detect    
attacks by monitoring network activities and 
looking for matches with the existing attack 
signatures. In spite of having high detection rates 
to known attacks and low false positives rates, 
misuse-based detection systems are easily 
evaded by any new attacks and even variants of 
the existing attacks.  

1.1.2 Anomaly-Based Detection 
              The anomaly detection technique 
attempts to find out if departure from the 
recognized standard usage patterns can be 
flagged as attacks. Anomaly detectors identify 
possible attack attempts by constructing profiles 
representing normal usage and then comparing it 
with current behavior data to find out a likely 
mismatch [1]. Anomaly detection techniques can 
be classified as follows according to the nature 
of processing. 

I. Statistics Based 
II. Knowledge Based 

III. Machine Learning Based 

I. Statistics Based: 
              In statistics-based techniques, the 
network traffic activity is captured and a profile 
representing its stochastic behavior is created. 
This profile is based on metrics such as the traffic 
rate, the number of packets for each protocol, the 
rate of connections, the number of different IP 
addresses, etc.  

 
II. Knowledge based: 
              Knowledge based detection technique 
can be used for both signature based IDS as well 
as anomaly based IDS. It accumulates the 
knowledge about specific attacks and system 
vulnerabilities. It uses this knowledge to exploit 
the attacks and vulnerabilities to generate the 
alarm. Any other event that is not recognized as 
an attack is accepted. Therefore the accuracy of 
knowledge based intrusion detection systems is 

considered good.  However their completeness 
requires that their knowledge of attacks be 
updated regularly. 
. 
III. Machine Learning Based: 
              Machine learning is a special branch of 
artificial intelligence that acquires knowledge 
from training data based on known facts. Machine 
learning explores the study and construction of 
algorithms that can learn from and make 
predictions on data. Machine learning is defined 
as a study that allows computers to learn 
knowledge without being programmed. Machine 
learning methods can be organized based on the 
type of input available during training. There are 
three main categories of machine learning: 
supervised, semi-supervised and unsupervised 
algorithms. Supervised machine learning 
algorithms need to be trained by labeled data to 
distinguish the normal and abnormal behavior of 
the network. Semi-supervised machine learning 
algorithms can be trained by attack-free unlabeled 
data. The acquisition of labeled data from security 
experts, or finding attack-free data sets for both 
supervised and semi-supervised techniques, is 
costly. Recent studies showed the feasibility of 
unsupervised learning approaches in IDS in 
comparison with supervised or semi-supervised 
learning-based IDS. Unsupervised machine 
learning techniques formulate the invisible 
structure of an unlabeled data set without any 
prior knowledge.  

 
1.1.3 Hybrid Intrusion Detection 
               The Hybrid Intrusion Detection 

System is a combination of Misuse and anomaly 
detection [6]. The main drawback of anomaly 
detection is very bad false positive rate. In 
contrast to the misuse detection model, achieves 
bad detection rate. Therefore, the Hybrid 
Intrusion Detection System, combining the 
misuse and anomaly detection to resolve the 
drawbacks of both misuse and anomaly detection 
by taking the advantages of misuse and anomaly 
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detection 
              
                      2. RELATED WORK 

NIDS based on analysis of the payload analyzing 
detect malicious code   payload packets circulating 
on the network. Typically comprise a training 
phase and other detection. The training phase 
traffic is done with clean statistically representing 
the usual system traffic, creating a pattern of such 
traffic. Furthermore, during the detection, traffic 
analysis is modeled and compared with the pattern 
to determine whether it may be classified as 
hazardous. Poseidon [2] was developed to correct 
errors that arise in building models. The system 
adds some improvements, especially using self-
organizing maps (SOM) to classify traffic. Thus, 
packets are processed by  the SOM which outputs 
the different classes to be classified packets. In 
this model, instead of attending to classify 
packets port, address and size of them are 
classified given the port, address and classes 
returned by SOM. Self organizing maps are 
defined as topology-preserving single-layer maps 
in which the topological structure, imposed on the 
nodes in the network, is not changed during 
classification (preserving neighborhood relations) 
and there is only one layer of nodes. A SOM is 
suitable to analyse high-dimensional data and 
belongs to the category of competitive learning 
networks.  
            
        An Optimal bloom filter replacement based 
on matrix solving [3]. Dictionaries are data 
structures that hold key-value pairs. They have 
suggested a new data structure that can replace 
Bloom Filters. This data structure allows 
maintaining a dictionary mapping keys to values, 
and allows retrieving the value for a key with a 
one sided error. A Bloom Filter is a very basic 
data structure which, given a set of n elements, 
allows us to quickly decide whether a given 
element is in the set or not. Combining multiple 
classifiers class [4] [5] is a technique, also based 
on PAYL (PAYLoad anomaly detection) 

developed for delete the original system's 
vulnerability to attacks mimicry. The system has 
several detectors one or detectors class Support 
Vector Machine (SVM). The system accuracy 
increases as increase number of detectors. Class 
detectors only distinguish two possibilities: 
belonging or not the class.  
          
              A hybrid intrusion detection framework 
based on data mining classification and clustering 
techniques [6] combining the misuse and anomaly 
detection to resolve the drawbacks of both misuse 
and anomaly detection by taking the advantages 
of misuse and anomaly detection. Data mining 
can automate the process of finding relationships 
and patterns in raw data, and can deliver results 
that can be either utilized in an automated 
decision support system or assessed by a human 
analyst thus enhancing the quality of the intrusion 
detection process. Two data mining techniques 
that are random forest and k-means algorithms are 
used in misuse, anomaly and hybrid detection. 
Random Forest is a hybrid technique that 
combines detection patterns anomaly detection. A 
new clustering approach for anomaly intrusion 
detection by using the approach of K-medoids 
method of clustering and its certain modifications 
[7]. The K-medoids algorithm is able to achieve 
high detection rate and overcomes the 
disadvantages of K-means algorithm. The k-
medoid algorithm is also a partitioning technique 
of clusters that clusters the data sets of n objects 
into k clusters with apriori. It could be more 
robust to noise and outliers as compared to K-
means since it minimize a sum of pair wise 
dissimilarities using a squared Euclidean distance. 
A medoid of a finite dataset is a data point from 
this set whose average dissimilarity to all data 
points is minimal. The k- medoid will result in 
cluster formation and the next steps is to check for 
an empty cluster, if there is an empty cluster then 
remove the empty cluster by deleting them and 
hence this will  eliminate degeneracy problem.  
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              The  context-based intrusion detection  
(i.e) all the data is not included in a single global 
profile, but there are separate profiles for separate 
contexts[8]. Context based anomaly includes two 
phases. First is context building and second one is 
using built context against incoming traffic. The 
two phases are called the training and testing 
phase.The reason for better result in context 
proflile than global profile  was due to that global 
profiles represent many varied characteristics, 
which are quite different from each other. context 
based profiling separates the different 
characteristics and builds contexts. The analysis is 
then done of each context separately and hence 
leads to more accurate results and lower false 
alarms.  
 
            Payload Content based Network Anomaly 
Detection (PCNAD) [10] is an improvement to 
PAYL system which is considered one of the 
complete systems for payload based anomaly 
detection. PAYL takes into consideration the 
entire payload for profile calculation and 
effectively for anomaly detection. PCNAD did 
payload based anomaly detection using a few CPP 
partitions. CPP (Content based Payload 
Partitioning) technique which divides the payload 
into different partitions depending on content of 
payload.CPP partitions the packet payload into a 
number of partitions and then packet profile is 
computed on these partitions. CPP scheme 
determines the boundaries of each payload 
partition based on payload content. It generates 
variable length content block from the payload. 
The generated partitions changes a little under 
byte insertion or deletion from payload. It makes 
PCNAD system robust against the mimicry 
attacks.  The system has two major components 
Packet Profiler and PCNAD Anomaly Detector. 
The Packet profiler component deals with normal 
packet profiling and creates the reduced profile 
model. In PCNAD Anomaly Detector module 
incoming packet is compared with stored profiles 
and alerts are generated if incoming packet is 

significantly different from stored profiles 
 

                   3. PROPOSED SYSTEM 
        The proposed work aims at developing a 
intrusion detection system which uses machine 
learning technique for detecting known and 
unknown attacks in the payload analysis of the 
network traffic. Intrusion can be detected by 
creating a normal profile in the training phase to 
generate a profile for individual traffic record and 
the generated normal profile are stored in a 
database. In the detection phase, the traffic is to 
analyze compared with the model created in the 
training phase and the results obtained when 
applying rules. 

3.1 SYSTEM ARCHITECTURE 
              The proposed framework consists of 
several stages. In the first stage it loads the training 
data for preprocessing. The training data set may 
be KDD 99 data set or the DARPA dataset. 
Secondly, is the preprocessing stage. If there is 
much irrelevant and redundant information present 
or noisy and unreliable data, then knowledge 
discovery during the training phase is more 
difficult. Data preprocessing and filtering steps can 
take considerable amount of processing time. Data 
preprocessing includes cleaning, normalization, 
transformation and feature selection processes. In 
the classification process it classifies the data set 
into several attributes, using that attributes it forms 
a fuzzy value with that value it generates a rule.  
Feature extraction is the process of extracting   the 
needed information from the dataset. Finally, the 
normal data is compared with test data and 
classifies that into the normal data and an intruder 
data. 
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            Figure. 1. System Architecture 
 
 3.2   MODULES DESCRIPTION 
                       Dataset Selection  
                       Data Preprocessing 
                       Feature Extraction 
                       Decision Rule     
                      Classification Predictor 

       
  A. Dataset Selection  
              Training datasets which are created 
from real-world network traffic traces named as 
wide. The wide dataset consists of traffic flows 
which are randomly selected from the wide trace 
and carefully recognized by the manual 
inspection. In this module first load the dataset 
from the file. Then the file is loaded into 
database. After loading the dataset is selected, 
then the selected dataset maybe either KDD 
dataset or DARPA dataset. 

 

    B. Data Preprocessing 
        Statistical features are extracted and used to 

represent traffic flows that are done by 
Preprocessing. Feature reduction filter can reduce 
the data needed to be processed and hence 
increases the overall system performance. 
However, if a filter eliminates data improperly, 
bot detection rates could increase. Feature 
Reduction can significantly improve the 
classification performance of many supervised 
classification algorithms. 

 
C. Feature Extraction     
       The intrusion usually operates with particular 
behavior. Some of the behavior is distinguishable 
from normal behavior and hence features of the 
behavior can be extracted to detect intrusion. An 
ideal feature should be applicable to as many bots 
as possible. The features are collected in the 
feature extraction stage and then the max 
membership principle is applied to the features to 
identify malicious ones. A packet is sent to the 
feature extraction stage if and only if its source or 
destination address is listed in the IP address list. 

 
D. Decision Rule 

        Here Decision Rule is used to improve the 
weak classifier. Decision rules that include both 
discrete and continuous attributes consistently. 
Decision rule with higher accuracy is given in 
order to adapt to different kinds of detection. After 
the feature extraction of fuzzy attributes, these 
rules are used for classification. 

 
 

 E. Classification Predictor 
          Classification Predictor used to classify 
from Decision Rule which is used to provide the 
best classifier. Classifier predictions in this work, 
which results in a more accurate predictor for 
traffic classification. It matches between each 
training set of the normal data with the decision 
rules. The results obtained by the classifier with 
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different values will be predicted as malicious 
domain names or IP address 

                         
 4. CONCLUSION 

                This paper describes about the various 
intrusion detection system and their deficiencies. 
Network intrusion detection systems based on 
anomaly detection have been widely studied. 
Intrusions are detected by using the machine 
learning classifier. In this paper fuzzy classifier 
is used generate decision rule for classification. 
The results obtained by the classifier will be 
predicted as normal data or malicious data. 
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